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WHAT YOU DON’T KNOW ABOUT THE ADAAA MAY HURT YOU:
ADAAA Requires Confidentiality of Health Information and Maintenance of Health
Information Separate from Personnel Records
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Best Practices
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To reduce the risk of violating the ADAAA,
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Employers should keep employee medical
documentation secure with additional privacy
measures. Paper files should be kept separate
from the personnel file in a locked cabinet or
room. Electronic medical files should have
limited system user access or password
protection.

The ADAAA also requires an employer to
maintain an employee’s medical information in
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a separate file from the employee’s personnel file.
The purpose of this requirement, like the
confidentiality provision, is to ensure an
employer does not impermissibly consider an
employee’s medical information. This means
that any medical documentation, including
doctors’ notes, the results of physicals or drug
tests, workers’ compensation, and medical
records relating to leave should not be
maintained in personnel files.

This publication is designed to provide general information
on the topic presented. It is distributed with the
understanding that the publisher is not engaged in
rendering legal or professional services. Although this
publication is prepared by professionals, it should not be
used as a substitute for professional services. If legal or
other professional advice is required, the services of a
professional should be sought.
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